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About C-DAC

Centre for Development of Advanced Computing (C-DAC) is the premier R&D organization of the
Department of Electronics and Information Technology (DeitY), Ministry of Communications & Information
Technology (MCIT) for carrying out R&D in IT, Electronics and associated areas. Different areas of C-DAC,
had originated at different times, many of which came outasaresult ofidentification of opportunities.

C-DAC has today emerged as a premier third party R&D organization in IT&E (Information Technologies and
Electronics) in the country working on strengthening national technological capabilities in the context of
global developments in the field and responding to change in the market need in selected foundation areas.
In that process, C-DAC represents a unique facet working in close junction with DeitY to realize nation’s
policy and pragmatic interventions and initiatives in Information Technology. As an institution for high-end
Research and Development (R&D), C-DAC has been at the forefront of the Information Technology (IT)
revolution, constantly building capacities in emerging/enabling technologies and innovating and leveraging
its expertise, caliber, skill sets to develop and deploy IT products and solutions for different sectors of the
economy, as per the mandate of its parent, the Department of Electronics and Information Technology,
Ministry of Communications and Information Technology, Government of India and other stakeholders
including funding agencies, collaborators, users and the market-place.

About C-DACHydearabad

Centre for Development of Advanced Computing (C-DAC), a Scientific Society of Ministry of Communications
& Information Technology, Government of India, is primarily an R&D institution involved in design,
development and deployment of Advanced Electronics and Information Technology Solutions, including the
celebrated PARAM series of Supercomputers. The C-DAC, Hyderabad is working in R&D with a focus on
system level programming, web technologies and embedded programming in the application domains of
Network Security, e-learning, Ubiquitous Computing, India Development Gateway (www.indg.in), Supply
Chain Managementand Wireless Sensor Networks.

AboutISEA

Looking at the growing importance for the Information Security, Department of Electronics & Information
Technology has identified this as a critical area. Information Security Education and Awareness (ISEA)
Project was formulated and launched for over a period of five years. One of the activities under this
programme is to widely generate information security awareness to children, home users and non-IT
professionals in a planned manner. C-DAC Hyderabad has been assigned the responsibility of executing this
project by Department of Information Technology, Ministry of Communications and Information
Technology, Government of India. As part of this activity, C-DAC, Hyderabad has to prepare the Information
Security awareness material, coordinate with Participating Institutes (PIs) in organizing the various
Information Security awareness events.
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VISION
Generate Information Security Awareness among Indian citizens to enable them
to participate safely in Information Society .
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1. Be aware of Job Offers Through E-mails

» Many of the students apply online for jobs. The  [Fle Edit View Go Message Tools Help
Lz B|lmE=D= X< &

accused collect the details posted in the websites |- o

Subject : Your Resume is selected, recruitment code - A2045302
From : xxxxxx

and send fake e-mails. oy 2 2101028 o
 The e-mail looks like a mail from genuine Gy

companies through fake mailer sites and also

conductsinterviews. e, e

inthe company. The Company is recruiting

» The victim receives a fake job offer letter. In FEtUIN | e witicosc s isomor smocusseanossumons zsiocmes moconsrs

manufacturing electronic products.

this fraudster ask for huge amount before and after N .
receiving the offer letter. e
» Stranger may send the offer letter using fake mailer
service and make spoofing call in the name of MNC
and send the offer letters and get the amounts | =
deposited in the various places/Bank accounts and
immediately withdraw the amounts and they may

cheatyou.

Itis our good p youthal has been ur campus. Company has short-listed 24

¥

Regarding yo
2.8.450/- Thi

ming surety to company on time. You have to deposit a initial security amountn favor of Company HRD for the sum of

agair HRD. Company will pay all the expenditure to you at the time
joned in your callletter. Your call letter
We wish you the est of luck for the

ainst your
ith you in the company. The Job profle and salary offered by company will be
shortly after receiving your confirmation of security deposited in the

Precautions:

« Don'trespond to spam mails without verification of the e-mail origin.

« Don'tdepositmoney unless the candidate is interviewed personally by the company.

« Don'ttry to getjob through back door methods by paying money which promises to provide employment,
which will cheatyou.

« Checkwith original company website for any job offers before proceeding.

2. Be aware of Fake Company E-mail Id’s

e st « Verify the e-mail ID thoroughly, with each and
e 1 A ey T every letter of the e-mail ID before responding
to any e-mails in the business transaction.
e mm—mm———===" .« Talk over phone with the company to
P ety ot e i A g ascertain, before depositing the money in
s R . their account, whether there is change of
B A S previous a/c details and name of the company.
s e | o Maintain second step verification code to sign
st o into account (Mobile alert).
« Whenever the fraud is noticed immediately
inform to the original company.
« Don’t respond to spam e-mails without
verification of the e-mail origin (Header).

tes to conceal their identities and lure victims. Spoofing sites were
ing used by criminals. Offenders think that they can't be tracked, but
ses,”a senior cop! erabad s

r Ci a
uld be detected £We can get details of the offenders by tracing the leads with the help of service

sho_cybercrimes@cyb.appolice.gov.in
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Hyderabad falls prey to spoof calls

of your mobile phone may be the oficial number of the company, beware of “spoof” calls before
eps.

nthe
Joutake any further ste

lbers online. After interview on the
ictims then transferred money to the callers istratio

n they approached the companies with the offer letters, they found that the letters were fake ai
d
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L]
“spoofing’ websites.
In fraud Hyderabad, victims to the tune of lakhs of
rupees.
The that flashed on the victims' phones were from different multinational firms like IBM, Infosys, and Wipro
a

ndthatthey | @

e the spoofing method to conceal their | @

Fw : Your Resume is selected, recruitment code - A2045302 - Icedove

File Edit View Go Message Tools Help
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Subject : Your Res ume is selected, recruitment code - A2045302
From : Xxxxx;
Date : Monday 26 July 2010 10.28 AM
To & xxxxx
J - j
Dear Candidate,
It toinf for mpus. C short-listed 24
- Departments, as well as Comp:
.
is (1S0-9001: i turnover of 5,000 Crores. The Company is
m facturing elects ducts

HR office. Your call letter with Air Ticket will be send
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HRD atthetime of final process. You have to

of Company HRD for
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From : xxxxx:
Date : Monday 26 July 2010 10.28 AM
To & xxxxx
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Dear Candidate,
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—u? L’ﬁ/’;ﬁ’/ Lf: Jg 3 /" ’J}’U)’Z’ E— Itis our good pleasure to inform you that your short-listed online for our campus. Comp: shortlisted 24
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Hyderabad falls prey to spoof calls

Hyderabad: i
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